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Introduction

Analysis and Results

Large Language Models (LLMs) are powerful but often
generate hallucinated, unsafe, or policy-violating
responses, making them unreliable for real-world
applications. They also remain vulnerable to prompt
injection and adversarial inputs, with limited mechanisms
for enforcing safety in real time.

To address this, we developed GuardRail fer LLM, 2
modular safety framework that acts as an intermediate
layer between users and the model. The system
incorporates input validation, prompt control, and output
filtering to detect and block harmful or irrelevant content

By enforcing structured constraints at both the input
and output stages, GuardRail significantly improves
response reliability, safety, and consistency, enabling more
trustworthy deployment of LLM-based applications.

Methodology

\We implemented multi-layer guardrail system combining
machine learning, rule-based filtering, and retrieval-augmented
validation (RAG) to enforce safety. A knowledge base
(Wikipedia + domain text) was built, preprocessed and
chunked (~600 chars), and embeddings were generated using
SentenceTransformer for semantic search

For input safety, we trained a binary classifier (Logistic
Regression) on lext embeddings to classify safe vs unsafe
prompts. The model is stored as a .joblib for real-ime
inference and captures contextual unsafe intent beyond
keyword matching. This is complemented by regex filters for
PII, hate speech, bias, violence, and fraud. The RAG pipeline
retrieves relevant chunks to provide context grounding and
reduce hallucinations. The LLM (Ollama) processes only
validated inputs using retrieved context and structured prompts.

A post-processing layer applies output guardrails,
including hallucination and Pll detection. Unverifiable
responses are replaced with a safe fallback. The system is
oplimized using a shared embedding medel, similarity threshold
(~0.3), background threading, and modular middleware design.
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The GuardRail system was evaluated across safety
ificati ination detection, and end-to-end

system validation using benchmark datasets and real-time
deployment tests

For input safety classification, multiple models were
compared. Logistic Regression achieved 97.79% accuracy
with high recall (0.8378), ensuring most unsafe prompts are
detected, though with some false positives. Random Forest
achieved the best overall performance (99.47% accuracy, F1
=10.8183), providing a balanced trade-off between precision and
recall, while Decision Tree showed moderale performance.

The system was validated using 7 functional test cases (unsafe
prompts, hallucination correction, bias detection, privacy protection), all
resulting in PASS, confirming reliable end-to-end behavior.

The per Ul provides full P of guardrail
decisions. As shown, unsafe prompts (e.g., harmful queries) are
blocked at input stage, with the interface displaying:

« Raw LLM response (blocked before execution)

» Guarded response (policy-compliant fallback)

» Safety checks across categories (PlI, bias, violence, etc.)

* ML unsafe probability score (~96%)

* RAG metadata and hallucination score

This makes the system explainable and auditable, unlike black-box
LLM outputs.
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The RAG-based knowledge layer improves factual
reliability by retrieving context from structured datasets and
Wikipedia. Incorrect LLM outputs are corrected using
retrieved evidence, reducing hallucinations and ensuring
grounded responses.

The output guardrail layer further validales responses
using context similarity and PIl detection, blocking or
replacing unsafe outputs with safe fallbacks.

Overall, the system achieves:
« High recall in unsafe prompt detection

o Effective i duction via RAG g
o End-to-end safety enforcement (input + output layers)
o E i isions through il ive Ul

a

Cloud Deployment
The system is deployed as a full-stack cloud application.

The frontend (React + TypeScript) is hosted on AWS Amplify,

while the backend (FastAPI) runs on an AWS EC2 instance
with Dockerized services. The LLMs are served locally via
Ollama, and datasets, embeddings, and model artifacts are
stored in Amazon $3. API communication is secured via
HTTPS (ngrok tunneling), enabling a scalable, modular, and
real-ime guardrail system suitable for enterprise deployment.

- POST gttt
 +POST et

This project presents a multi-layer GuardRail
framework for Large Language Models that integrates
Iti-model

input validation, RAG-based grounding,
reasoning, and output verification to address key
challenges such as unsafe content generation and
hallucinations.

The system combines ML-based safety classification,
rule-based filtering, and retrieval-augmented validation
to enforce policy compliance and factual accuracy.
Evaluation across benchmark datasets and real-time test
cases shows that the framework effectively blocks unsafe
prompts, reduces hallucinations, and produces

text j low

latency.

The G per Ul enh D y by expasing
guardrall decisions, including safety checks, ML scores, and
response validation, enabling explainable and auditable Al
behavior

This project is beneficial as it provides a reliable safety
layer for deploying LLMs in real-world applications,
reducing risks associated with harmful content,
misinformation, and bias. By ensuring trustworthy,
verifiable, and policy-compliant outputs, the system
supports safer adoption of Al in high-stakes domains such
as healthcare, finance, and legal systems, where
accuracy and accountability are critical

Overall, the framework offers & scalable, modular, and
enterprise-ready solution that advances LLM reliability by
combining detection, grounding, and verification info a
unified pipeline.
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